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ABSTRACT
CSU new cyber range was purchased from Israel and currently stands as the only academic cyber range in Georgia. This cyber range will allow students to test networks, run traffic to and from these networks, as well as attack the network using live malware. CSU’s cyber range is completely separate from the university’s main network to reduce the risk of exploitation and permanent damage to the network. Through evaluating Nist guidelines on cyber ranges that are currently in use, I have outlined several policies and procedures that all faculty and students should follow when utilizing the CSU’s cyber center.
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INTRODUCTION
After a thorough analysis of various commercial cyber ranges, cyber bit is by far the most cost-effective range, that falls in line with CSU’s agenda. Cyber-bit creates a hands-on virtual environment for cybersecurity training and commercial training. The cost to rent and manage this range annually is between $70k-100k. In order to keep cost low, CSU must first understand their hardware and software requirements along with budget to fund this operation. Student are able to take exams and obtain certificates from Cyber-bit. Cyber ranges are key to the development of student skills when dealing with cyber-attacks. In this proposal I will identify various cyber ranges that fit the requirements of the business model and how they will be funded for approximately two years.


PROBLEM DESCRIPTION
Ensuring the right contract is critical to the profitability of CSU’s cyber program. It would not make sense for a university to go in debt to provide a service for two years. To avoid this situation, I have researched multiple companies offering low cost cyber ranges that align with CSU business model. In recent years student were unable to get real, on the job experience, cyber ranges provide students with experience, giving real-time feedback and allowing students to understand and solve complex problems. Cyber ranges solve the learning gap by offering a fully virtual experience where students can test their knowledge through examinations.

· Educational - training
-The desired cyber range for CSU should have a fully immersive interface with well informative simulation modules.
-user friendly experience and separate from the main system
· Certifications
-Students should be allowed to complete exams to earn certifications.



LITERATURE REVIEW

Commercial use contracts are necessary for universities to have when buying cyber ranges for their students. These simple agreements established between the two define the how long CSU will utilizing this cyber range. Also, the price information and regulations are stated in these contracts. Each range offer different network environments as well as scenario development. In addition, features and functionality are important when considering to use cyber ranges for commercial use.



Cyber Range Providers


	Cyber Ranges
	Costs for two years
	Contact information

	Cyber-Bit
	$336K-$576K 
 $70K-$100K (every consecutive year)

	US Office: Cyber-bit Inc. 3571 Far West Boulevard, PMB 168 | Austin, TX 78731 | Tel: +1-7377170385


	Keysight 
Technologies
	$400k
	1400 Fountain grove Parkway
Santa Rosa, CA 95403-1738
+1 800 829-4444

	Circadence
	$300k
	303.413.8800
1.888.598.0799
info@circadence.com
Multiple offices in San Diego, Washington DC and Mississippi

	Virginia
Cyber range
	
$300k-$579K
	https://www.virginiacyberrange.org/contact-us


	

Florida Cyber
range
	$300k
	220 W Garden St
Ste 250
Pensacola, FL 32502
1+ 850-474-2999
info@floridacyberrange.org
www.floridacyberrange.org

	Georgia Cyber Innovation and Training Center
	$150k-250k
(No additional cost for extra hardware)
	Georgia Cyber Center
100 Grace Hopper Lane
Augusta, Georgia 30901-1127
Phone: (706) 721-0949
Email: gacybernews@augusta.edu






Rules, Regulations, and Policies



CSU (proposed):
Policies
· Ranges must be monitored at all times while in use by faculty or students.
· Students must have an active account with the cyber center to utilize services.
· Privacy policy
Rules

· No tampering with hardware such as inserting portable flash drives or dismantling internal components.
· Follow all internet security guidelines.
· Never connect to the main wi-fi.
Regulations
· Routine checks and system updates on all equipment in the cyber center.
· Administrators must follow access control procedures.
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